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1. Problem Definition 

Following leading industrial experience approaches for cyber intelligence 

intrusion & threats exploration (see e.g. [1], [2]), jointly with some recent 

research results, concerning the problem area (to note [3], [4]) three key steps 

have been arranged for future cyber attacks studying: (i) establishment of cyber 

risks landscape, implementing both intrusions and attack vectors due to expert, 

and literature data; (ii) supportive models for multiple intrusions risk 

reassessment towards expected attack vectors; (iii) experimental application of 

(i) & (ii) results for cyber risks landscape evolutionary prognosis. Practical 

realization of these steps with more details will be further outlined. 

2. Cyber Risks Landscape Establishment 

Solving the risk assessment is a complex target [5] that could be started with 

definition of rectangular matrix of intrusions vs attack vectors [m  n] R = [rij], 

𝑖 = 1 ÷ 𝑚, 𝑗 = 1 ÷ 𝑛. The matrix R values are real numbers, regarding the risk 

R
*
 function values, calculated as follows: 

(1)  𝑅∗(𝑇, 𝑉, 𝐼) = 𝑃(𝑇𝑘|𝑆𝑙)  𝑃(𝑉𝑖|𝑇𝑘 , 𝑆𝑙)  𝑃(𝐼𝑗|𝑇𝑘 , 𝑆𝑙),  

𝑖 = 1 ÷ 𝑚, 𝑗 = 1 ÷  𝑛, 𝑘 =  1 ÷  𝑝, 𝑙 =  1 ÷  𝑞. 

Where: P (…) are the probability values, calculated for the k
-th

 threat 𝑇𝑘 vs 

certain l
-th

 attack scenario 𝑆𝑙. The i
-th

 vulnerability 𝑉𝑖 and j
-th

 impact 𝐼𝑗 values are 

taken vs the explored 𝑇𝑘. 

The next important exploration stage is (1) practical implementation. This could 

be achieved via a probabilistic multiple intrusions modelling towards landscape 

impacts & vulnerabilities with follow-up experimental matching to risk matrix 

R. The recalculation of expert beliefs is giving new opportunity for threats T 

evolution. 

The above idea could be expressed with Dirchlet distribution [6], regarding the 

multidimensional case as follows: 

(2)   𝐿 ~ 𝑎 𝑝𝑟𝑖𝑜𝑟𝑖 𝐷𝑖𝑟 ()  𝑅, 



Where: L is the probabilistic landscape, produced as a result of expert beliefs 

from risk matrix R multiplication with a priori Dirichlet probabilistic cyber 

landscape representation – Dir (), defined for k-dimensions with shape 

parameters i. 

Further exploration of the problem could be achieved by intrusions modelling 

and cyber risk reassessment, using additional expert and literature data for better 

problem understanding. A suitable approach in this context is presented in the 

next paragraph. 

3. Supportive Intrusions Modelling for Risk Reassessment 

The idea for multiple cyber intrusions modelling, concerning different cyber 

attacks and risk matrix reassessment could be implemented, using the “Entity – 

Relationship” machine representation, combined with probabilistic forecasting, 

following the experience from [3], [4] but with some modifications for current 

tasks specifics.  

The general modelling idea, after [7], is to use an oriented graph of m nodes 

(representing the Entities) and n arcs (noting the Relations between entities in 

the model). 

The arcs in the graph are marked in a quadratic [p  p] incident matrix A = [aij], 

𝑖 = 1 ÷ 𝑝, 𝑗 = 1 ÷ 𝑝. The matrix A values are binary numbers, regarding the 

presence (ai,j = 1) or absence (ai,j = 0) of an arc between the nodes i and j. For 

each arc ai,j, a probabilistic risk coefficient r (0  r  1) is assumed, following 

R
*
 assessment from (1). 

The resulted classification of the graph nodes for the k
-th

 arc is calculated, using 

a multiplication approach (as the studied graph model assumes to represent 

simultaneous events) for both input ak,i and output arcs ak,j, uncertainty 

correcting constants ck,i, ck,j (for coping model uncertainties and noisy expert 

data) and their rk,i, rk,j risk values, producing a resulting forward (input) – 𝑅𝑓 and 

backward (output) 𝑅𝑏 probabilistic risk assessments: 

(3)   𝑅𝑓 = ∏ 𝑎𝑘,𝑖 . 𝑐𝑘,𝑖 . 𝑟𝑘,𝑖 ,
𝑝
𝑖=1 𝑖 = 1 ÷  𝑝, 𝑘 = 1 ÷  𝑝, 

 (4)  𝑅𝑏 = ∏ 𝑎𝑘,𝑗 . 𝑐𝑘,𝑗 . 𝑟𝑘,𝑗 ,
𝑞
𝑗=1 𝑗 = 1 ÷  𝑞, 𝑘 = 1 ÷  𝑞. 

The resulting model probabilistic system risk – Rs with uncertainty constant 

correction 𝑐𝑠 could be defined as: 



(5)  𝑅𝑠 =  𝑐𝑠. (𝑅𝑓 / 𝑅𝑏). 

Thus, in accordance with the practical necessities of cyber risk assessment a 

three dimensional R
3
 (x – Rf, y – Rb, z – Rs) model probabilistic classification 

could be accomplished (see (1) and Section 4). 

The a posteriori matrix – 𝑅′ risk values of the a priori one – R (both of size m  

n) for the k
-th

 intrusion (𝑘   𝑚, m – complete number of studied intrusions) are 

assessed with the new probabilistic risk model results 𝑅𝑠𝑖
  (𝑖 = 1 ÷  𝑝, p – 

number of entities, referring to the studied risk of interest) as follows: 

(6)  𝑅′𝑘,𝑗 =  𝑅𝑘,𝑗   ∏ 𝑅𝑠𝑖,𝑗
𝑝
𝑖=1 , 𝑘   𝑚, 𝑖 = 1 ÷  𝑝, 𝑗 = 1 ÷  𝑛. 

The cyber threats landscape probabilities are reassessed after (2) for the new 𝑅′. 

Finally, it is also important to note that the presented ideas have to be 

considered and in the dynamic sense (i.e. vs time – t) as the risk assessment is 

not a static process, so: R
3
  R

4
. 

4. Experimental Application 

The studied context is outlined, following the recent and future trends and 

prognosis, noted in [4], [8], [9]. The “Privacy & Social Engineering”, “Malware 

& Targeted Attacks”, “Data Breaching & Espionage” and “Compromised by 

Design Equipment” were the selected attack vectors, matched vs intrusions 

from: “E-mails”, “Social Networks”, “Web Links”, “Data Sharing” and “Chat”. 

For further exploration, following the complex nature of modern social 

networks, the intrusion models were aggregated around: “E-mails”, “Social 

Networks” & “Data Sharing”. 

The probabilistic cyber attacks modelling was organized in Matlab R2011b 

environment [10]. 

All modeling and risk probabilistic analyses were performed in I-SCIP-RA, 

v.1.0 software environment. The application was developed, following the 

“Entities” – “Relationships” ideas from I-SCIP-SA [7] and (3) – (5) for suitable 

probabilistic system risk assessment. Overall model entities graphical 

classification into a “System Risk Diagram” was organized as follows: “non-

critical” & “critical”, marked by the north-west/south-east main diagonal of the 

diagram). Additional entities system subclassification was made for “active” vs 

“passive” ones (denoted consecutively with white & grey colours).  



Dynamically, the R
4
 space of risk models and their relevant classifications of: 

Rf, Rb & Rs vs time – t (for a five-step time horizon up to year 2021) was given 

further for each attack vectors columns and intrusions rows. 

Here it should be noted that the a priori cyber landscape L probabilistic risk 

values and three risk system models (“E-mails”, “Social Networks” & “Data 

Sharing” intrusions) for a posteriori risk reassessment were developed, using 

TechnoLogica Ltd. expert data, working group discussions and own research 

experience. 

 

(i) Probabilistic cyber risks landscape L evolution prognosis 2016 – > 2021 

 

  

 

 

 

 



(ii) Cyber risks landscape L attack vectors a priori (a) and a posteriori (b) 

probabilistic distributions 

 

 

 

 

 

 

 

 



(iii.1) E-mails intrusions modelling for cyber risks landscape L reassessment 

 

 

 

   

 

 

 

 



(iii.2) Social networks intrusions modelling for cyber risks landscape L 

reassessment 

 

 

 

   

 

 

 

 

 



(iii.3) Cloud storages intrusions modelling for cyber risks landscape L 

reassessment 

    

   

5. Discussion 

The comprehensive understanding of future cyber attacks is producing 

numerous multidimensional problems that are difficult to be adequately tackled 

in todays’ fast evolving digital world. A suitable support in this sense is 

proposed in the present study, combining data from both experts and literature. 

Further uncertainty coping is achieved with probabilistic modelling that is 

practically implemented in an ad-hoc designed and prototyped risk modelling 

and assessment research environment. 



The cyber landscape risk results generalization could be summarized up to year 

2021 as follows: (i) attack vectors expecting priorities of: “Privacy & Social 

Engineering”, “Data Breaching & Espionage”, “Malware & Targeted Attacks” 

with moderate ones for “Compromised by Design Equipment”; (ii) intrusions 

critical points for (i), encompassing: “Users”, “Open-”, “Mobile-” & “Smart-” 

Web 3.0 services, noting also “Third-Party Players” key role. 

What however stays uncertain is the future cyber risks landscape validation and 

verification in advance, being generally an arguable problematic area. A useful 

added value in this sense could be found in the more active role of human-

computer hybrid simulations, combined with detailed cyber attacks 

mathematical modelling. 
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